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Spot the Warning Signs: 
How Online Extremism 
Targets Young Boys

December 2025
What is Online Radicalization?

The	online	radicalization	of	youth	is	not	new	and	is	not	limited	to	a	single	group,	
religion,	culture,	ethnicity,	or	worldview.	It	is	when	individuals,	often	young	boys,	
are targeted online through memes, games, and social media, and then are 
exposed	to	and	influenced	by	extreme	hate-based	ideologies—many	of	which	
promote	misogyny,	homophobia,	transphobia	and	violence	against	women	and	
gender-diverse	people.	

You	don’t	need	to	be	an	expert	to	make	a	difference.	Trusted	adults,	parents,	
caregivers,	educators,	coaches,	can	play	an	important	role	by	noticing	early	
warning	signs	and	supporting	the	skills,	belonging,	and	critical	thinking	that	
protect	young	people	from	harmful	online	radicalization.

Warning Signs to Watch For 

Behavioural Changes 
• Withdrawing from family and friends
• Sudden	secrecy	about	online	activity
• Increased	anger,	irritability,	or	defensiveness
• Loss of interest in hobbies or school
• A	growing	sense	of	not	belonging,	frustration	about

identity,	or	feeling	“left	behind”	compared	to	peers

Changes in Beliefs & Attitudes 
• Misogynistic,	racist,	or	anti-2SLGBTQIA+	views
• Glorifying	violence	and	revenge
• Distrust	of	parents,	teachers,	or	mainstream	media
• Justifying	harm	as	“justice”	or	“necessary”
• A	growing	belief	that	their	personal	problems	are

caused	by	specific	groups	(for	example,	women,
feminists,	immigrants,	2SLGBTQIA+	communities)

Ideology Shifts
• Talking	about	“protecting	our	culture”	or	“being	replaced”
• Believing	some	groups	are	more	“deserving”	or	“superior”
• Sharing	anti-immigrant,	anti-indigenous,	or	racist	ideas
• Distrusting	diversity,	multiculturalism,	or	equity	efforts

(Often	these	ideas	appear	online,	first	as	jokes,	memes,
or	casual	talk	before	becoming	more	extreme.)

Emotional Indicators 
• Increased	hopelessness	or	cynicism
• Fixation	on	grievances	or	victimhood
• Rigid	or	black	and	white	thinking
• Hostility	towards	marginalized	groups
• Feeling	“out	of	place,”	ignored,	or	powerless,

which	extremist	spaces	often	exploit	by	offering
belonging and certainty

Online Red Flags 
• Spending	a	lot	of	time	on	moderated	forums,	gaming

chats/discord	servers,	or	streaming	platforms
• Using	extremist,	memes,	slang,	or	inside	jokes
• Following	or	quoting	radical	figures/influencers
• Noticeable	algorithm	targeting:	YouTube,	TikTok,	and

other	platforms	may	recommend	increasingly	extreme,
or	fringe	content	based	on	what	is	clicked,	liked,
or watched

• Sudden	shifts	in	who	they	talk	to	online,	especially
if	new	communities	discourage	openness	with	family
or trusted adults
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Language Shifts
•	 Referring	to	women/girls	as	“females”
•	 Derogatory	“jokes”	about	women,	2SLGBTQIA+	people,	

or	racialized	groups
•	 Using	slang	from	extremist	spaces	(red	pill,	blue	pill,	

simp,	cuck,	NPC,	based)
 • Red pill—claiming	to	“wake	up”	to	societies	hidden	
	 	 truths	(often,	misogynistic	or	extremist	framing)
	 • Blue pill—those	who	are	“blind	to	the	truth”	or	still	
	 	 believe	in	mainstream	views	about	relationships	
		  and gender dynamics
	 • Simp—often	used	to	police	gender	roles,	shame	
	 	 men	for	being	respectful	or	empathetic	toward	
	 	 women	and	push	them	towards	misogynistic	attitudes
	 • Cuck—used	to	insult	men	as	weak	or	dominated,	
	 	 often	in	misogynistic	or	far	right	contexts
	 • NPC—labeling	people	as	“mindless	followers,”	
	 	 sometimes	used	in	conspiracy-oriented	discussions
	 • Based—expressing	approval	of	extremist	or	
	 	 controversial	opinions,	especially	anti-establishment	
	 	 or	anti-diversity
•	 Adopting	“us	vs.	them”	phrases	(woke,	elites,	
	 sheeple,	globalists)
•	 Casual	talk	about	“violence”	or	“war	coming”
•	 Copying	coded	terms/emojis:
	 • Cartoon	frogs	or	other	characters	that	seem	
	 	 harmless	are	often	used	in	extremist	online	

	 	 communities	(Pepe	the	Frog	variations	are	often	
	 	 linked	to	hate	or	misogynistic	ideologies
	 • Eagle—a	symbol	of	extreme	nationalism,	
	 	 sometimes	used	in	far-right	online	spaces
	 • 1488—is	a	coded	white	supremacist	reference
	 • Casual	references	to	things	like	“the	great	replacement”	
	 	 as	if	it’s	a	common	cultural	complaint	
•	 Broad	generalizations	like,	“all	Women	are	like	that,”	
	 or	“no	one	cares	about	men”

How Online Radicalization Happens
Online	radicalization	often	happens	in	seemingly	
"harmless"	online	spaces:
•	 YouTube	“self-improvement”	or	“dating	advice”	
	 rabbit holes
•	 Meme	pages	and	TikTok’s	promoting	“anti-woke”	
	 ideas
•	 Discord	servers	and	Reddit	threads	targeting	
	 young men
•	 Gaming	communities	with	sexist,	transphobic,	or	

homophobic	norms
•	 Podcasts	or	influencers	who	mock	feminism	or	
	 promote	“traditional	gender	roles”	
•	 Lifestyle,	fitness,	or	“men’s	mental	health”	
	 influencers	who	mix	content	with	blaming	women	
	 or	minorities	for	boys'/mens'	struggles	struggles

Build Resistance and Prevent Harm

Teach Respect Early
Promote	empathy,	consent,	and	
gender	equity	from	a	young	age.		

Challenge Stereotypes
Encourage	healthy	masculinities	 
and	emotional	expression.	

Build Media Literacy 
Teach	boys	to	question	what	they	 
see	and	hear	online.

Think Critically
Help	them	spot	manipulation,	
clickbait,	and	bias.	

Foster Positive Identity
Build	confidence	without	putting	
others	down.	

Show Strong Role Models
Highlight	men	and	people	who	model	
empathy	and	equity.	

Connect to Community
Encourage	participation	in	diverse,	
positive	groups	and	causes.	

Create Opportunities for 
Safe Conversations
Ask	with	curiosity,	not	shame.

Interrupt Harm Early
Call	out	“jokes”	or	comments	that	
demean	others.

Model Gender Respect
Demonstrate	inclusion	and	kindness	
in	daily	life.

Use Boundaries and Trust
Guide	online	activity	while	
supporting	independence.	

Get Support Early
Don’t	wait	until	there’s	a	crisis,	reach	
out	to	schools,	mentors,	or	GBV	
prevention	services.

Support Belonging
Boys	who	feel	connected,	accepted,	
and	valued	are	less	likely	to	be	pulled	
into	harmful	online	spaces.
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If You’re Concerned About Online Radicalization

Connect	with	trusted	prevention	supports	and	
explore	the	resources	below:

Local GBV prevention organizations 
or school-based violence prevention 
programs

Cybertip.ca 
Report	exploitation	or	harmful	content

White Ribbon
Resources on engaging men and boys to end 
gender-based	violence	(GBV).

Digitally Informed Youth 
Tools	for	young	people	to	help	them	connect	in	
safe,	enjoyable	and	empowering	ways.	

Moonshot CVE 
Supports	for	those	at	risk	of	radicalization

Polarization and Extremism 
Research and Innovation Lab 
(PERIL): Not Just a Joke
Guidances	on	preventing	gender-	and	
sexuality-based	bigotry	for	parents,	
guardians	and	educators.

Learning Network: Engaging Youth 
to Promote Healthy Masculinities 
and End Gender-Based Violence
Educational	resource	in	collaboration	with	
White	Ribbon	on	key	tips	to	promoting	
healthy	masculinities.	

Neighbours, Friends, and Families

Margarita	Pintin-Perez,	Community	Partnership	Leader,	Centre	
for	Research	&	Education	on	Violence	Against	Women	&	Children,	
Western	University

Christine	Wildman,	Research	and	Knowledge	Mobilization	Specialist,	
Neighbours,	Friends,	and	Families,	Centre	for	Research	&	Education	
on	Violence	Against	Women	&	Children,	Western	University

Samantha	Richard,	Communications	Coordinator,	Neighbours,	
Friends,	and	Families,	Centre	for	Research	&	Education	on	Violence	
Against	Women	&	Children,	Western	University

Connect with Neighbours, Friends, and Families!
Website: neighboursfriendsandfamilies.ca 
Email: nff@uwo.ca 
Facebook: @NeighboursFriendsFamilies 
Bluesky: @nffontario.bsky.social 
Instagram: @NFFYouth 
TikTok: @NFFYouth
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https://www.cybertip.ca/
https://www.whiteribbon.ca/
https://www.diydigitalsafety.ca/
https://moonshotteam.com/
https://perilresearch.com/resource/not-just-a-joke-understanding-preventing-gender-sexuality-based-bigotry/
https://perilresearch.com/resource/not-just-a-joke-understanding-preventing-gender-sexuality-based-bigotry/
https://perilresearch.com/resource/not-just-a-joke-understanding-preventing-gender-sexuality-based-bigotry/
http://www.gbvlearningnetwork.ca/our-work/backgrounders/healthy-masculinities/index.html
http://www.gbvlearningnetwork.ca/our-work/backgrounders/healthy-masculinities/index.html
http://www.gbvlearningnetwork.ca/our-work/backgrounders/healthy-masculinities/index.html
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